
EMV & The Merchant Owned ATM: 
Protecting Your Business



“Even having the correct hardware and software has 

not guaranteed EMV readiness for POS terminals,” 

notes Matthews. “Just as with ATMs, POS terminals 

must undergo a certification process with each of the 

card networks once their equipment is set up and their 

software installed. However, the wider variation in POS 

equipment has caused many more issues and delays than 

we are or have seen with retail ATMs.”

According to a lawsuit currently making its way through 

the Florida courts, Milam’s Market and Grove Liquors 

faced 88 charge-backs totaling $9,200 plus a $5 charge 

-back fee for each item included in the transactions. 

The store has EMV POS hardware installed but is still 

on the waiting list for certification. The lawsuit asserts 

With the October 2016 full MasterCard EMV liability shift fast approaching, many independent ATM 

sales organizations (ISO) and deployers (IAD) are facing an unusual dilemma – the possibility of fraud losses 

on machines they do not own.

EMV & The Merchant Owned ATM: Protecting Your Business

Unlike bank machines, many retail ATMs are owned by 

the merchant – with differing levels of management (cash 

handling, processing, maintenance, etc.) contracted 

out to an ISO/IAD. “This format could put some ATM 

operators in a bind, should the retailer not upgrade 

their machine to EMV,” says Executive Vice President 

of ATMequipment.com Spencer Matthews.

Lack of interest or intent to upgrade to EMV may be 

frustrating for ATM deployers but there are reasons for 

merchants to not be focused on their cash dispensers. 

The EMV liability shift for point-of-sale (POS) terminals 

went into effect in October 2015 – with around 30 to 

40 percent of retailers ready and able to process chip 

card transactions. 
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http://atmequipment.com/
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Milam’s and their co-plaintiffs “could not timely comply 

with the standard, no matter what they did, because 

the defendants refused to, or were unable to, ‘certify’ 

the new equipment by the deadline – or, indeed, the 

‘certification’ process would take years after the…liability 

shift was imposed.”

Dave Matthews, executive vice president and general 

counsel of the National Restaurant Association says 

EMV is not ready for “prime time” in the U.S. “…

there’s a huge backlog of certification of point-of-sale 

hardware and software that needs to get through EMVCo’s 

pipeline before that equipment is readily available to 

most small merchants.”

Some merchants may be concerned about dealing 

with similar certification issues when it comes to imple-

menting EMV at their ATMs. However, most are simply 

unaware of the additional liability their ATM could pose 

for the business or that all ATM EMV card readers have 

achieved certification. 

As banks and card networks have traditionally dealt 

with the majority of fraud issues, retailers and ATM 

deployers have both been in the dark in regards to the 

real cost of fraudulent activity. 

“While developments since the 2015 shift have provided 

some enlightenment on the POS side, retailers – 

especially those contracting out ATM management – 

have little to no reference point when it comes to the 

fraud costs they may see at the ATM,” says Matthews.

“ There may be instances where the ATM is owned by the 

 merchant but the ATM deployer is named as the operator 

 of record or owner of the TID. This situation creates ambiguity 

 and potential exposure.” 

— Bruce Renard, National ATM Council

http://www.restaurant.org/Home
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Risks of Merchants Not Upgrading ATMs

It is important to remember fraud liability will always 

be pushed to the weakest link in the chain, Renard 

notes. For example, there may be instances where the 

ATM is owned by the merchant but the ATM deployer 

is named as the operator of record or owner of the 

TID. This situation creates ambiguity and potential 

exposure. In addition, should a merchant be unable    

to satisfy the liability from a particularly large fraud 

incident, the liability could ultimately fall upon the 

ATM operator.

Having the proper AIDs (application identifiers) loaded 

and an EMV certified card reader installed should protect 

the ATM provider.  However, this is not necessarily full 

protection from abuses in the form of Reg E disputes 

and other charge-backs not involving “counterfeit card 

fraud.” Cases with POS indicate a shift in the burden 

of proof, effectively requiring merchants and service 

providers to produce documentation proving lack of 

liability to defeat the charge-back.

As ATM owners, merchants face the same level of risk 

exposure at their cash dispensing machines as their 

POS terminals. “However, ATM fraud has the potential 

for much larger consequences than POS as a single 

stolen card can pull hundreds of dollars per day out 

of the machine before that card number is shut down,” 

says ATMequipment.com Sales Manager Cooper 

Frandsen.

“While responsibility for fraudulent ATM transactions 

after the upcoming EMV liability shifts may seem to be 

clear cut – landing on the shoulders of the ATM owner 

– other companies involved in operating the ATM could 

still be held responsible,” Frandsen says.  

If the ATM’s EMV hardware and software have 

been installed and certified, the ATM deployer and 

merchant should be shielded from bearing any of the 

“counterfeit card fraud” that is subject to the EMV 

liability shift. “Otherwise, in the case of a non-EMV 

ready ATM, responsibility will depend largely on the 

specific contract(s) in place between the ISO/IAD and 

the merchant along with other factors,” said Bruce 

Renard, Executive Director for the National ATM 

Council, Inc. (NAC).

“ While responsibility for fraudulent ATM transactions 

 may seem to be clear cut, other companies involved  

 in operating the ATM could still be held responsible.” 

— Cooper Frandsen, ATMequipment
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Protecting Your Business

“The need to get merchants on board with EMV migration 

has been a regular topic of discussion on our sponsor 

bank and ATM deployer committee calls,” says ATM 

Industry Association (ATMIA) USA Executive Director 

David Tente. “IADs are getting very creative in pushing 

this process along by offering assistance, when needed, 

for coping with the costs of migration.  And for those 

who seem hesitant to migrate, their financials will be 

thoroughly scrutinized to make sure they are able to 

survive a significant fraud loss.” 

Merchant Education

ATM operators should initiate a discussion with 

their merchants about EMV to ensure they have a 

full understanding of the EMV liability shift, the need 

to upgrade their machines, the costs associated and 

what the upgrade process entails.

“Every effort should be made to have the merchant 

upgrade their terminals to EMV,” said Betsy Bohlen, 

SVP, Chief Payments Officer, ISO sponsorship services 

for Pueblo Bank & Trust. “Failure to do so may result in 

a catastrophic fraud loss to the merchant and/or IAD.”

NAC similarly suggests clear communication with 

merchant customers explaining charge-backs and the 

new merchant liability exposure – noting some IADs 

who only facilitate processing services for the ATM 

may be forced to shut down non-compliant machines 

if the merchant refuses to upgrade. Negotiations may 

need to include the possibility of canceling service 

due to exposure, especially if it is clear the merchant 

will be unable or unwilling to cover expenses should 

fraudulent activity occur. 
Merchant Education

“Many merchants do not fully understand their exposure. 

Providing statistical data and case studies can assist in 

delivering the message,” says Matthews. Survey data 

from ATMIA as reported by ATM manufacturer NCR 

outlines average costs of skimming to sit around $650 

per card, $5,000 to $100,000 per incident.

“IAD’s may want to position the upgrade as a marketing 

event,” notes Frandsen, “which could include a 

retention call, upgrade of the terminal and new 

cross-sell of products and services.”

“ Every effort should be made to have the merchant 

 upgrade their terminals to EMV. Failure to do so may 

 result in a catastrophic fraud loss to the merchant 

 and/or ISO/IAD.” 

— Betsy Bohlen, Pueblo Bank & Trust

https://www.atmia.com/
https://www.atmia.com/
https://www.pbandt.com/
http://www.ncr.com/company/blogs/financial/how-much-does-atm-crime-cost
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Liability Insurance

For those ATM operators selecting to wait on EMV 

upgrades or with merchant customers who refuse to 

pay for upgrades, there may be an option to obtain 

some form of liability insurance coverage.

Limited forms of liability insurance are available to 

protect IADs from Maestro® card transactions (whose 

liability shift became effective in 2013). 

“ATMIA had discussions with insurance carriers about 

EMV coverage two years ago and has recently revisited 

those discussions,” said Tente. “It is a challenging 

product for an insurance carrier to create. If they are 

able to offer any coverage at all, it would likely be 

for operators who are unable to comply for reasons 

outside of their control.”

NAC and Pueblo Bank & Trust are also in discussions with 

providers to explore the possibilities of providing coverage 

for the full EMV liability shift. However, at this time there 

is no full MasterCard shift coverage available.

Sponsor banks strongly recommend the IAD/ISOs 

purchase EMV liability insurance, if/when it becomes 

available, to protect against losses on non-EMV 

transactions, according to Bohlen. In the absence of 

insurance, she notes, ATM operators may want to look 

into mandating that the merchant carries maintain a 

reserve account with the ISO/IAD to cover potential 

losses if they choose not to upgrade.

“ IADs should execute Indemnification and Liability Addendums to their existing agreements. 
 It may also be prudent to require merchant customers to post Risk Security Bonds.” 

— Roger Myers, Switch Commerce

Liability Addendums

Even where ATM owners select to upgrade machines 

to EMV, it is still up to ATM operators to prove their 

lack of liability for other forms of fraudulent activity 

and charge-backs. IADs should make sure to maintain 

clear and well drafted contracts which fully set forth 

ownership, services and responsibilities for all ATM 

locations in their portfolio. 

These contract changes should include the explicit 

placement of responsibility for the new EMV driven 

fraud placing liability squarely upon the merchant, to 

include indemnification and the specific authorization 

to apply any charge-backs against revenues otherwise 

due and owing.  

“IADs should execute Indemnification and Liability 

Addendums to their existing merchant agreements,” 

said Roger Myers, president of ATM services for 

Switch Commerce and co-chair of the ATMIA IAD 

committee. “It may also be prudent to require merchant 

customers to post Risk Security Bonds.”

However, such contract provisions may not be complete 

protection as it can be argued that the registered ISO/

IAD maintains liability for any terminals they “sponsor” 

and cannot be fully released from this exposure. Fraud 

at non-EMV compliant ATMs may still be subject to a 

lawsuit and/or loss of revenue, says Myers.

https://www.switchcommerce.com/
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Turn off the ATM

As there is no absolute network or legislative “mandate” 

to upgrade ATMs to EMV, it is likely some merchants 

will choose not to invest in the new technology. 

However, the potential liability and costs of counterfeit 

card fraud are all too real. “Just as some processors 

may select to stop servicing terminals based on their 

upgrade status, it is also an option for IADs to terminate 

operations at locations due to non-EMV compliance,” 

says Matthews.

“The decision to cut ties with specific terminals should 

be based on an evaluation of the transaction volumes, 

location and typical card use at that particular ATM,” 

says Matthews. “However, implementation in other 

countries have shown the migration of fraud to the 

weakest locations – and use of non-EMV complaint 

machines after the MasterCard EMV liability shift 

should be closely monitored for suspicious activity.”

Other Options for IADs

There are many options available to address the issue 

of merchant-owned ATMs in regard to EMV upgrades 

– from liability addendums to contract termination. 

However, based on current merchant POS experiences 

and the growing familiarity with chip cards in the U.S., 

full and clear communication should be the first tool in 

any ATM operator’s handbook for moving forward.

Frandsen suggests IADs also consider:

 • An increase in surcharge fees to allow the ATM 

  operator to invest in a special account set aside 

  to cover potential liability costs and/or litigation.

 • Advising the merchant that the IAD will be upgrading 

  the machine and recouping the upgrade costs over 

  time by an offset to commissions.

 • The IAD could select to purchase the machine 

  from the merchant customer and invest in the   

  upgrade to EMV.

 • An upgrade financing program to provide merchants  

  to upgrade their machines through the deployer   

  without investing the immediate capital.

 • ATM operators truly concerned about fraud liability 

  costs could select to invest their own money 

  for the EMV upgrade at their merchant customers’ 

  machines – as protection for themselves and a 

  special service for their customers.

“No matter what the ATM deployer decides to do, it 

is important they protect their businesses and make 

certain they are prepared to prove lack of liability should 

fraud and/or chargebacks occur,” says Matthews. 

Clear contracts, as well as proof of installation and 

certifications, are essential. IADs should keep a line of 

communication open to their processors, equipment 

suppliers and/or sponsor banks to ensure they have the 

correct paperwork on file, and ongoing updating of the 

AID (application identifier) list will be essential to avoid 

liability exposure.

“ The use of non-EMV complaint machines after the MasterCard   

 liability shift should be closely monitored for suspicious activity.” 

— Spencer Matthews, ATMequipment.com


